ABSTRACT Presence and occupancy detection in residential and office environments is used to predict movement of people, detect intruders, and manage electric power consumption. Specifically, we are developing methods to improve demand side electrical power management by reducing electrical power waste in unoccupied spaces. In this paper, we conduct an extensive analysis on the applicability of using a WiFi router's electrical power consumption in different types of environments to determinate the number or people present in a space. We show the importance of a moving average filter for electrical load time series data, confirm the correlation between control packets and increased minimal router power consumption, and present our results on the accuracy of our approach. We conclude that a WiFi router's power consumption can improve presence detection in home environments and occupancy estimation in office environments, and where possible, should be analysed separately from the aggregated power consumption.
I. INTRODUCTION
The increasing penetration of renewable energy production over the last two decades is creating an increasing pressure to the electric grid. The intermitted nature of renewable energy combined with the shorter and higher ramping up times is making balancing the electric grid an increasingly difficult task. Unfortunately, there are no easy and straightforward solutions, since increasing electric production is an expensive and long process. This means that multiple technologies will be needed to improve electric production, management and consumption if we are to transition to a sustainable and smart electric grid. With this in mind, our work focuses on reducing electrical waste on the demand side by creating a cheap and easily implementable system, which would be able to correctly estimate a room's occupancy and in turn adjust or turn off unnecessary plug-in devices. There are several reasons why we consider this problem important. We focus on electric waste in residential and office environments, since the residential and commercial sectors make up approximately 2/3 of national power consumption which translate to the fact that buildings take up between 40 to 60% of electric power consumption in developed countries [1] - [3] . Second, we target electrical energy waste because it is the least objectionable aspect of demand response since it equally benefits consumers and power companies, while having no detrimental effect on the consumer like restricted power usage. Also, multiple papers report high potential power savings from reducing electrical power waste. Lastly, we focus on presence detection to achieve our goal, since it has been shown that electrical power consumption in both regular and green buildings is not highly correlated with either temperature, or humidity, or occupancy [4] . This means that often an unoccupied building will consume the same amount of electrical energy as an occupied building, despite the energy difference of lighting, heating and cooling. This is due to the often rigid nature of Heat, Air Ventilation, and Cooling (HAVC) policies which are usually manually set based on time or the administrator's intuition.
Because of this, multiple studies into human presence monitoring for electric power consumption and control have been suggested in recent years. These fall into several groups. First is the use of camera monitoring systems such as the one in [5] where the authors achieve 80% occupancy estimation accuracy and report 14% energy savings, which are not significantly affected by the 20% error rate. While this approach can achieve high accuracy rates, it is very dependent on positioning. In our own experiments, we used cameras to determine the ground truth value of the number of people occupying a room. The issues with this approach includes: problems in correct identification due to blending with the background, blind spots in the cameras' field of view and low picture resolution and sample frequency due to storage limitations. While some of these problems might be addressed with better and more expensive hardware (fisheye lens cameras, on sight processing) the price is significantly increased. Also, we must address the problem of privacy; since in each one of our experiments the participants expressed vocal disagreement to having a camera system monitoring them.
The second group of approaches focuses on different mixes of small embedded sensors like passive infrared sensor (PIR) and door sensors to monitor presence in real time [3] , [6] - [11] . Lu et al. [7] use this approach to infer occupancy with 88% accuracy, pointing out that for only 25 dollars' worth of sensors it is possible to reduce the electrical energy consumption by 28% in HVAC. This methods lacks the cost and privacy shortcomings of using a camera, but it does not address installation complexity and PIR sensitivity issues. Similar to cameras, we have also tried using PIR sensors, positioned at strategic entrances and doors, to monitor the number of people entering or leaving a house or office. We repeatedly found that sensors would mispredict due to people loitering next to them, leaving doors open and the fact that animals have no problems triggering the PIR sensors. While we are fully confident in the accuracy of previously presented research, we consider that the potential to implement these approaches is highly dependent on the layout of the rooms, line of sight and the positioning of the sensors.
Lastly, there are the electric energy monitoring approaches which monitor the aggregated electric power consumption of a building the determine occupancy. Milenkovic and Amft [12] look at the electric power consumption from smart meters to estimate the points in time at which someone is at home. Electric load monitoring usually falls into two categories; non-intrusive load monitoring (NILM) in the form of smart meters which measure the aggregate power consumption of an apartment or building and intrusive load monitoring (ILM), usually in the form of smart plugs, measuring the power consumption of single device.
In this paper we look at ways to expand the benefits of an ILM approach (load controllability, low price, easy instability and privacy) with a high accuracy presence detection functionality. In [13] we showed initial results that it was possible to estimate with high accuracy the number of people in an office environment by looking at the electric power consumption of several routers. This is different from other approaches which look at the WiFi signal's interactions with the surrounding area. Zou et al. [14] examine the channel state information between 2 WiFi routers to determine occupancy, while Depatla et al. [15] off the shelf components and achieve similar results by using the Received Signal Strength (RSS) of the WiFi router. One can also probe the traffic or connect directly to the WiFi router itself to determine the number of number of active devices if privacy is ignored.
We now present our full results and define our contributions as following:
Applicability in Different Environments: We have gathered and analysed 4 different data sets gathered from 2 different office environments as well as 2 different types of home environments. We show that our system can achieve high presence detection accuracy in all environments, and is suited for occupancy detection in cases with higher number of people (4 or more). We demonstrate that cross-validation between different environments is possible and discuss the limitations of our approach. Finally, we recommend that it should be used as a separate feature in ILM presence detection.
Pre-Filtering, Feature Extraction and Classification: We expand on our previous feature extraction and show more clearly which electrical properties are important in classification. We show that by looking at more electrical signal characteristics it is possible to improve classification accuracy and discuss the importance of a moving average filter when analysing time series data. This paper is structured as follows. In Section II we briefly present our original hypothesis and conditions required to confirm that our assumptions are valid as well as describe the hardware used in the experiment to provide background information. Section III describes how we gathered the data, the characteristics of each environment and possible limitations of the data set. Section IV we evaluate our results, compare different feature and confirm our hypothesis. We also discuss the limitations of our approach. In Section V we summarise our finding and conclude with our recommendations in future systems.
II. MEASURING A WiFi ROUTER'S POWER CONSUMPTION BY SMART PLUG
In this section we briefly describe the hardware used in the experiment and go over all the requirements needed to prove our hypostasis valid.
A. HARDWARE 1) COMMERCIAL SMART PLUGS
Due to increasing improvements in sensing and wireless technology over the last few years, as well as consumer demand, smart metering devices are becoming more and more pervasive. Smart plugs are a type of smart metering device which monitors the electric power consumption of a single plugged in device, usually into a wall socket, instead of the aggregated power consumption of a whole apartment or building. They use wireless communication to transmit their data to a router or an access point and tend to be an order of magnitude cheaper compared to aggregate smart meters. Also, similar to smart meters they are able to monitor and record electrical power properties such as: voltage, current, wattage, faze, etc., but tend to be less precise due to a lower sampling frequencies, which are usually on the scale of 0.1Hz to 10Hz. Since most users typically only want to know how much a device is consuming in a given moment or over a period of couple of days to a month, their sampling periods are locked to even longer periods, despite the fact that chips are capable of working at a higher frequency.
2) ARDUINO BASED SMART PLUG
Due to the stated sampling period limitations, we decided to build our own smart plug. We used an Arduino microcontroller to which we connected a general purpose AC current sensor clamp (CTL-6-P-H series) and a power transformer (HT-605 series) as shown in Fig. 1 . It was optimised for loads of up to 5 Amperes and was compared with two other commercial wattmeters and each component was tested with an oscilloscope. There were no significant observable differences between our design and the commercial wattmeters. Next, we set the sampling periods to 0.5Hz (twice per second) and recorded the electrical signal. In electric load classification, a higher sampling frequency is proportional to increased classification accuracy, and some papers have even shown that very high sampling frequencies of several kHz can even achieve real time classification. Our decision to have a sampling periods of only 0.5Hz was based on the fact that we wanted to keep our design as close to the specifications of the commercial ones as possible. By doing so, we would not increase the price by requiring a stronger chip, all the while keeping the smart plug's amount of network traffic down, which might be beneficial in some situations. Also, we would like to note that we used an SD card to record all the information from our smart plug simply due to convenience. Lastly, as we describe in later section, a higher sampling period might not provide a higher benefit due to the application of the rolling average filter on the dataset.
B. HYPOTHESIS
The foundation of this work is based on the hypothesis that a WiFi router's power consumption can be used to predict the number of people in a room. In turn, this can later be used to regulate the power consumption in the same room by regulating the air conditioning and turning off all unnecessary devices in a room if the room is vacant. The control aspect can easily be solved by connecting the electrical loads through smart plugs or by accessing the home electrical monitoring system (HEMS), but the connection between a WiFi router's power usage and the number of people in a given room has yet to be fully researched. With this in mind we define several assumption which need to be true for our hypothesis to be valid. These are:
1. A WiFi router's power consumption should be proportional to the amount of traffic on the network.
-If a WiFi router power consumption is indifferent to network traffic then any consequent assumptions will be flawed. 2. A WiFi router's power consumption should be proportional to the number of devices on the network.
-Since we are trying to determine the number of users on a network, all of whom can produce wildly differing network traffic, it would be beneficial if we could find some way to identify the number of devices as means of identifying lower traffic users and normal users from power users. 3. The number of people should be accurately predictable from the power consumption of a WiFi router. The last assumption questions the likelihood of edge cases. Specifically, can we assume and in which situations that a presence of a person can be ''observed'' by looking at a WiFi's power consumption.
Assumption 1) can easily be confirmed due to the work done by Gomez et al. [16] . They have shown that the electric power consumption at an access point linearly increases with increased traffic rates for throughputs of 1Mb/s and higher. For assumption 2) we already determined in [13] that multiple active high traffic devices are distinguishable and that they can be tracked on the network. This included confirming that switching between two networks just switches power consumption between routers as shown in Fig. 2 and that different router models do not affect the outcome, as they can be normalized to the same values as show in Fig 3 . In Section IV we show how it is possible to distinguish between multiple devices even when the traffic is inconsistent to fully confirm our 2 nd assumption and demonstrate the validity of our 3 rd assumption.
III. DATA GATHERING AND FEATURE EXTRACTION
In this section we describe how the data was gathered, what were the final values of the dataset used for classification and the importance of using a rolling average in pre-classification to improve accuracy. VOLUME 6, 2018 
A. MEASURING ENVIRONMENT
We have conducted measurements on 4 locations, for a period of 1 month each, during the period from late winter to early summer. We have labelled them as following: Residentialsingle, Residential-family, Office-full access, Office-limited access. Each environment was monitored in 3 ways. First, it had its WiFi router(s) monitored by the smart plug that we had designed at the sampling period of 0.5 seconds. Second, we installed a number of commercial smart plugs to monitor the power consumption of different appliances as a benchmark to compare to and as a way to compliment the WiFi monitoring. The sampling period of the commercial smart plugs was 90 seconds due to the internal buffer limitations. We used a hacked version of a popular smart plug which unfortunately can become unstable when receiving frequent queries. Lastly, our ground truth measurement were created either by using installed video cameras or by using an attendance sheet.
1) RESIDENTIAL-SINGLE
Is a 1-person studio apartment with one router. One custom smart plug and 8 commercial smart plugs were deployed monitoring electric loads (USB charging port, television, laptop, smartphone charger, electric oven, table lamp, refrigerator and hairdryer). Ground truth was determined by self-reporting and the authors believe that the records were accurate within 5 minutes of the written times. During the one month period, there were only 2 days when there were two people in the apartment. During the rest of the time the subject left their home in the morning and came back in the evening.
2) RESIDENTIAL-FAMILY
Is a 2-person 35 meter square apartment with one router. One custom smart plug and 10 commercial smart plugs were deployed monitoring electric loads (air-conditioning unit, refrigerator, hairdryer, microwave, laptop, smartphone charger, rice cooker, small speakers, electric toothbrush, and electric toaster oven). Ground truth was determined by selfreporting and the authors believe that the records were accurate within 5 minutes of the written times. For most of the 30 days two people were present at home from evening to morning hours, while leaving and arriving at different times.
3) OFFICE-FULL ACCESS
Is a 3-room office environment with 2 networks and 3 routers. Three custom smart plug and 19 commercial smart plugs were deployed monitoring the total power consumption of a working desk (The smart plug was located at the end of the power extension cable). The ground truth was determined from the images taken every 15 minutes from 7 cameras which were positioned to watch over all three rooms. All subjects coming to the office could easily connect all their devices (smartphones, pads, laptops) to either of the networks. Peak occupancy was 16, but average occupancy was 5. Afternoon hours experience larger numbers of people compared to other times which do not seem to follow any rules. Subjects were observed primarily doing work at their computers with breaks, meeting and other activities.
4) OFFICE-LIMITED ACCESS
Is a 2-room office environment with 1 router. 1 custom smart plug and 20 commercial smart plugs were deployed monitoring the total power consumption of a working desk (The smart plug was located at the end of the power extension cable). The ground truth was determined from the images taken every 1 minute from 1 camera that was positioned to watch over the main room, while the next door meeting room was not observed. All subjects coming to the office could only connect their working computers to the single networks. This was enforced by whitelisting only allowed MAC addresses. Peak occupancy was 19, but average occupancy was 8. Working hours were generally from 7 in the morning until 11 in the evening. Subjects were observed doing primarily work at their computers with many situations of people falling asleep at their desks or doing work not related to their computer.
Lastly, there were two more observations which we would like to note. First, ground truth data (real occupancy data) shows that weekday and weekend behaviours in our data sets are much more similar to each other than what other papers reported. Second, there seems to be a very consistent residential behaviour. In almost all of our cases, residential subjects left and entered their homes only once. We speculate that this assumption could be further used in all types of residential occupancy detection by focusing on entering and leaving events, regardless of the type of sensing system used.
B. DATA PREPERATION
To be able to apply machine learning to our data sets, we synchronised the different datasets and did pre-classification on the commercial smart plug data set. For the residential data sets we defined the wattage power of each of the 8 and 10 commercial smart plugs as the input and the ground truth data as the desired output. Since the commercial smart plug data sets were discrete, we matched the ground truth data simply by comparing time stamps. Using a ''randomForest'' library in R programing framework [17] , we randomly selected 70% of the data set to train the classifier, after which we would use the classifier to predict the number of people in the room using the whole data set. Two different classifiers were constructed this way, using only the data set from the specific measuring environment. The final output of the residential commercial smart plug set and the ground truth self-report was a data sheet which contained a time stamp, predicted number of people by commercial smart plug and the ground truth value.
For the office environments, we used a much simpler approach where, if a commercial smart plugs wattage value was higher than its median average, we would count that a person was present at their desk. A median average was used due to the fact that some desks even without any electric load connected to a smart plug would sometimes register a value between 0 and 1 watt. The ground truth data was extracted from the camera footage taken using computer vision. To make sure that the values were accurate, the values were also manually verified by the authors to remove all the errors. The ground truth data and the commercial smart plug data were synchronised and extrapolated one on to the other. Same as with the residential data, the final output was a data sheet which contained a time stamp, number of people counted by the number of active smart plugs and the ground truth value.
The data sheets were slightly modified to make a distinction between presence and occupancy. In this work we define occupancy as the exact number of people in a room, while we refer to presence as a Boolean value describing whether or not anyone was present in a room. Two more columns were created to represent the ground truth presence value and presence value induced from the commercial smart plugs by converting all non-zero occupancy values to one.
Finally we would like to note that our use of commercial smart plug is to provide a simple benchmark for comparing and showing potential synergy. The optimal method of using smart plugs measuring plug-in load together with a WiFi router's power monitoring in order to facilitate occupancy detection would be outside of the scope of this paper.
C. ROLLING AVERAGE FILTER AND FEATURE GENERATION
In the last step, we combined the gathered WiFi routers data with the data from the aforementioned data sheets.
The product was a data sheet containing WiFi router's voltage, current, wattage and the last 4 columns containing the smart plug estimated occupancy and presence as well as the ground truth occupancy and presence.
What we did next was to use a filter to smoothen out and flatten the data, similar to applying a low pass filter. We start by taking 120 samples from the start of the data set, which represent 1 minute of data gathering due the 0.5Hz sampling period of the WiFi router monitoring. Next, we calculate multiple values from the data frame, such as minimum, maximum, mean, etc. and assign them to the 120th row of the table. We then shift the frame by 1 sample, including all samples from the 2nd to the 121st, writing the results in the 121st row, and repeating the process for the whole table, finally dropping the first 119 consecutive rows. Using this method 21 features are extracted to be used in classification.
This approach provides us with three benefits. First, it simply removes some of the noise from the data due the electrical variability which is present even in stable electric consumption. Secondly, it turn our time series data set into one which is more discrete, which in turn allows us to create a method that could easily process the information stream in soft real time, but on a standard microprocessor. There are several benefits in doing so, since it means that the system would not be dependent on a central data gathering and processing unit, reducing cost and complexity, while improving privacy. Thirdly and most importantly, it spreads out the impact of user actions over a longer period of time. We tested out different length frames and found out that a 1 minute frame can improves accuracy. Office WiFi based presence detection classification accuracy was improved from 45% to 90%, and even the residential smart plug classification accuracy from the previous chapter is improved from 40% to 70% for presence and from 30% to 60% for occupancy. The reasoning for this is that, by spreading the impact of each measurement over a 1 minute period, the highly dynamic nature of the WiFi traffic gets distributed, meaning that short periods of inactivity will not be classified as false negatives.
In addition, the prefiltering is able to both nullify the effects of low bandwidth period traffic from non-user sources as well as short burst traffic on classification accuracy. Periodic low bandwidth traffic (ex. from smart plugs which were used in the experiment or other such automated sensor devices) is incorporated into the baseline since the filter looks at samples from an interval of time and also scales the values. Additionally, such periodic behaviour can be learned and incorporated similar to oscillations of the power line. Burst traffic on the other hand is handles by the filter length. Since multiple feature are extracted like minimum, maximum, mean and variability, any spikes which may come from hardware (router models with hard disks) or device behavior (smart device updates) can be nullified due to the values of the other feature. As long as the frame length is sufficiently long, the majority of anomalies can be mitigated. 
IV. RESULTS
In this section we present the classification results and feature relevance in its original form, followed by results interpretation and a discussion of the limitations.
A. CLASSIFIER
To predict room occupancy from a WiFi router's power consumption, we us a random forest classifier library ''randomForest'' from the statistical programing language R. Our decision is based on scientific literature [18] , previous experiences in electric load classification which showed decision trees to gives the best results [19] , the implementation potential of decision trees in embedded hardware and, finally, the fact that the number of extracted features is small and they are relatively independent of each other.
We sampled the data both sequentially and randomly. All default setting were kept, except that the number of trees was limited to 10 due to computing restrictions, since a full data set contains over 5.5 million time entries (rows) with 6 to 18 features (columns). The final convergence had a mean square error rate lower than 0.005 for classifiers using all the 21 features and lower than 0.02 for classifiers using 6 features. The variance was still quite high, around 10-20% for 6 feature classification and 0.5-5% for 21 feature classification.
The frame features used are: minimum, maximum, mean, median, variability and the first quintile. The classification was carried out twice, first using only the wattage data and afterwards using voltage, current and wattage. The results are as follows: Table 1 shows the classification results when using 10%/90% and 20%/80% training/testing data, representing half a week and 1 week of training data respectively. The sequential columns use the first 3/7 days of the data set. ''Occupancy'' refers to the exact number of people, ''presence'' refers to whether anyone or no one is present in the room. A ''WiFi only occupancy'' shows the classification accuracy when only using a WiFi router's power consumption measurements against ground truth occupancy, while a ''SP + WiFi presence'' shows the classification accuracy from using both the smart plug data and the WiFi routers power consumption measurements against ground truth presence. We used these results to determine if there are any patterns or characteristics to choose the best approach. Table 2 shows the classification results when 70% of the data was randomly sampled for training and 30% was used for testing. This represents 3 weeks of data used for training, with 1 week used for testing. Here we examine what is the best classification accuracy achievable for a model with a long learning time. Table 3 shows the cross validation test in which we used the previously constructed predictive models and tested them with a new data set. Specifically, we used 70% of the data in the residential-family set to training the predictive model after which we used a 100% of the residential-single data set as testing data and vice-versa.
Finally we also include Table 4 and Table 5 from our previous results on classification accuracy with and without the use of a frame, as well as Fig 4 which shows how accuracy in a office-full access environment is improved by increasing the frame length. A frame length of 1 minute is equivalent to a frame size of 120 samples. Accuracy can further be improved by lengthening the frame at the cost of more time needed to calculate presence and occupancy. In case of the office space, occupancy prediction was increased by 40% percent. If the same approach is used on the commercial smart plug data to extend the influence of events, it is also possible to increase the prediction accuracy of system by 30%. VOLUME 6, 2018 
B. FEATURE RELEVANCE
During classification we also looked at which features had the greater significance by applying the R library function ''importance()'' on the constructed model with results similar to Fig 5. Each models input variables we sorted and arranged into Table 6 and Table 7 . The variable in bold represent that a feature had double the impact from the other features. For example in Fig 6. we can see that the router 1's minimal wattage (Table 7 -Min_Watt_Router1) and router 3's minimal wattage (Table 7 -Min_Watt_Router3) have double the importance in the random forest model, off all the other variables.
C. RESULTS INTERPRETATION
Our measurements show that it is definitively possible to use a WiFi router's power consumption in order to predict the number of active users present in a room. The accuracy mainly depend on the length of the training, as time is needed to capture user behaviour. This is seen from the slightly inconsistent results for same amounts of randomly sampled data and the fact that accuracy increases with longer training times. Presence, the ability to see if anyone is in the room, is easier to predict than the exact number of people occupying a room. This also become easier as the number of users increases, since there is more training data to improve the occupancy prediction as well as a higher chance of anyone generating traffic.
Using more features improves the accuracy of the model and even shows better results in cross verification of up to 83%. Random forest classifiers are generally immune to over-fitting unless a very high ratio of dependent variables to independent variables is present. Since our model has a very small number of variables, we do not believe this to be the case. We discuss other possible limitations in the next section.
Looking at feature relevance we find that, in a residential environment, there is little variation since in most cases the number of people present is only 1 or 2, making the Q1 and mean variable dominant. Also, in all cases the commercial smart plug data is more important than the WiFi data which coincides with expected human behaviour. On the other hand when the number of people is increased, maximum wattage becomes more important for presence and minimum wattage becomes more important for occupancy. This experimentally indicates that each additional person can be identified by an increased aggregate power consumption on the router. Additionally, this perfectly fits with the nature of the WiFi protocol. Short WiFi packets have much higher relative power consumption than long packets [16] . Moreover, a higher number of wireless devices would increase the number of beacon signals and probe responses towards the routers, all of which are short messages. Combined, we can confirm our third hypothesis that there is a big enough correlation between the number of people and a WiFi router's power consumption to make our method viable.
D. METHOD LIMITATIONS AND DISCUSSION
There are several important points that we would like to address in this section regarding the limitations of our approach, applicability and the need for further testing.
1) GENERALITY
Despite being able to show high cross validation classification accuracy between residential environments for 2 data sets, there is still uncertainty of the broad generality in the population. The two environments did differ in the number of people, but daily habits and use of technical devices might have been quite similar. While this method assumes that the number of wireless devices will keep increasing in the future and that users will be habitually using these devices, it is quite possible that there might be different population groups with different preferences or user habits. While the authors are confident that this approach is suitable for environments with high device counts, more research will be required to prove the generality of this approach on the general population. This should be achieved either by gathering and measuring more data sets collected from different homes or by a social study of human behaviour.
2) MODEL PRECISION
We have shown that regardless of environment a 99.99% accuracy is achievable, but these results are prefaced with long learning times and high susceptibility to environmental change. Specifically, while we are highly confident that the classification algorithm itself is not prone to overfitting due to the characteristics of the random forest, especially when using only the wattage data, there might be modelling bias when using extended feature sets. Electrical signals in the real world are often inconsistent, with our data sets showing that frequency can sometimes shift by an absolute value of 0.2Hz and voltage has a range of 95.2V to 102.5V. Since changes on the scale of 10mW can be significant it is hard to say whether or not using more features better removes the noise for the signal or if it adds more bias to the model.
3) REAL-TIME LIMITATIONS
Finally, we would like to reiterate that while the WiFi router's power data has a high sampling rate of 0.5Hz, the commercial smart plug data, when combined with the moving average filter, creates a 2 minute delay frame in an office environment and a 5 minute delay frame in a residential environment. So a 92.39325% classification accuracy rate in an office environment means that the classification algorithm will 92% of the time correctly predict the average number of people in the room over the last 2 minutes. Time sensitivity could be increased by improving sampling times and reducing the sliding window frame to shorter period, but from observing user behavior and requirements for power monitoring, we believe that a short delay is fitting since users usually take a few minutes to prepare and leave their space.
4) UNCONTROLLABLE FALSE POSITIVES/NEGATIVES
For work environments, we are confident from our observations that false negatives do not strongly affect our approach. While ensuring that the camera ground data was correct, we observed people moving in and out of the rooms for meetings, people falling asleep at their desks as well as many different types of other behaviours. These account for a fraction of overall behaviour and add into the ∼7% error rate (including the misclassification by 1 person). This is mostly around times of transition, when people are moving into and out of the rooms and usually take up to 5 minutes to settle down. The rest of the time behaviour is fairly consistent (people remaining within the range of WiFi) and we are able to correctly classify. While we do not rule out the possibility of false positives, we know that remote access was used, we did not observe any problems. We consider that this is primarily due to the short period of time when the network would be affected by any significant traffic as talked about in the previous section.
Home environments suffer much more from false positives, especially when there is only one person in a room. This can be further amplified by cases where people who would not possess (or use) and smartphone, computer or other type of network device. For this reason we couple the approach of using a WiFi router's power consumption together with the power consumption from other devices around the home. Together, they raise the overall accuracy of occupancy monitoring; allow for limited distinguishability of the number of people in a room, all the while not increasing the complexity of the HEMS from which it is intended, since multiple smart plugs (or smart consents in the future) are required to control wasteful loads in a room.
In summary, while we cannot exhaustively prove due to sample and computing restrictions, that there are no potential edge case scenarios that might strongly negatively affect classification accuracy, we assert that monitoring a WiFi router's power consumption can greatly improve accuracy in specific situations and the prefiltering approach benefits any occupancy monitoring based power management system.
V. CONCLUSION
We have shown that by using a WiFi router's power consumption it is possible to achieve up to 92.27% classification accuracy when predicting if anyone is present in a home environment and 93.31% when predicting the exact number of people in an office environment. The method is well suited in a work environment and complimentary to other smart plug based occupancy determining methods, especially when a rolling average filter is used which significantly improves classification accuracy. In future work we plan on implementing our presence detection algorithm onto a smart plug and look into ways to make a distributed smart plug system which would not need a central processing unit. He served as a Technical Program Committee Chair for many IEEE/ACM conferences and workshops, the Vice President for IEICE, the Vice Chair for the OECD Committee on Digital Economy Policy, and the Director for the New Generation M2M Consortium. He serves on numerous telecommunications advisory committees and also serves as a consultant to government and companies. He is a fellow of IEICE. VOLUME 6, 2018 
